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| Asicet FPGA &
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* Time to market : MZE 7{g & HES S0 A& LHI== O 2=
AlZto| BiC},
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ASIC flow | :
RTL coding & verification
Synthesis
STA Front—end

v

Gate—level simulation

v

Formal Verification

Place & Route Back—end

v

Sign—off verification

HANYANG UNIVERSITY




EMBEDDED SECURITY SYSTEM
LABORATORY

Front—end Flow
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‘ ! Front—end S

* Front—end 2}?
- RTL =
- 7|0|E gt
- Yo AS 1y

_ L=
2= | STA

* Gate—level netlist
* Timing constraint :D:

Function : Gate—level
— XFAd
RIE=SS E> simulation E> Synthesis E> simulation

I

Formality
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\ l Front—end Flow : Function Simulation

e X1

= =

- mEe| =alx 53 &
- AMEEl= =

— Modelsim
* |nput

- BE.yv

— HIAE HIX|v
* Qutput

— AlZ2|0]M o] &A1}
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RTL- ZH4

| Function |
E:> simulation E>

Synthesis

STA

e

|:> Gate—level
simulation

e

Formality
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! Front—end Flow : synthesis(1/2) ! —
. 23
- By -
* RTL=level netlist s |2 | = | smvess | GIID
=) Gate—level netlist =
: AI-%EIE % Formality
— Design Compiler

* |nput
- BEv
— Library : 2] 3 7|2} E2j0|
— WLM(Wire Load Model) : wire0l| tHgt EA|E net delay™ &
— Constraints : AF2XI 7 AH
* 1/0 delay, Clock uncertainty, Max fanout, capacitance, transition S
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] . LABORATORY
| ! Front—end Flow : synthesis(2/2) ! - _
¢ OUtpUt STA
— gate—level netlist L
T EESsynv - o frin | o [ G
« .sdf : net delayd & =
* .sdc : constraints E
Back—endOi|AM AFSE

e .svf . setup verification formality

— e Z1} report
* Slack : O|&I== A2t} MS9o| M| =& AZHe] X|O]
* Area : gate—level design HX
(gate Count/ Gate Equivalent)
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1 ! Front—end Flow : Gate—level simulation ! M

=3
- = gateE2| =2|X S} &0l
~ cell delay OJ8t 2X1% S&} stol| moss © SR o s o [Heies -
AIBElE =
~ Modelsim T
* [nput
- B=.syn.v
— sdf : net delayd& ujd
- &3 cell .v O
— Testbench.v

Output
— AlEg|0|M fllo|2 A1}
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, ! Front—end Flow : STA(Static Timing Analysis) ! _ =
©EA ]
- o Zo=E9 timing 2= HS
 2EFRoldelyB AN fmww o o om0 ‘:.?.:i.:::ﬁ'

* Slow path, 22|X| & =X ZX||

AI.g- E'I E % Formality

— Primetime

Input

- BE . syn.v

— .sdc : constraints

— Library : 2| 3 7|2} Ej0]
Output

— .sdf : net delay™H& nid

— Timing A report
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| ! Front—end Flow : Formal Verification

e X1
= =

— RTL.} gate?| =2|& SSN =190l

EMBEDDED SECURITY SYSTEM

LABORATORY

© MBE= =

— Formality

RTL— =tM

=

Function
simulation

* |nput
- B2FvV
- BE=E.syn.v

=

Synthesis

STA

o

|:> Gate—level
simulation

L

l

— .svf . setup verification formality
— LIB
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! Front—end Flow : Pad 37} (Optional)

* Pad
- 2|8 H/WOIM S0{2= HUS cellol 57| StxlF= St
- ZH0f| %R PadMdE : 1/0 pad, clk pad, power/ground pad...
— RTL levelol| A Zg} A| synthesis THAIOA Z0] optimization &

STA

I

PAD I/O DB PAD I/O .vIt&

Function : Gate—level
— XM
RTL- =8 & simulation = Synthesis = simulation

oL

Formality
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Synthesis
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| ! Design Compiler Flow

Create start—up file

Load designs and libraries

|

/Create constraints file \
{ Apply design constraints }\ - Area constraint
- Timing constraints

- Multi—clock/Multi—cycle
\_ J

- Environmental attributes
Synthesize the design

|

Write out design data

Select appropriate
compile flow
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I Constraint 274

* Constraint 29|

.I
— MAIslD Al 250 w2} A

ol

12 S A

r

* Design rule constraints vs Optimization constraints

— Design rule constraints : transition time, fanout load, capacitance
2} 20| chipe| &etst SA2 2|5 foundrydlA ME8H= minimum
requirement.

— Optimization constraints : timing, area2} Z0| user7}
optimized chip= PI=7|¢Isl XI”45l0F 5l= constraints. Clock2| &
H portQ timing, combinational path, maximum area S X|3.
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e .,

I Constraint 27

* Constraint &5
— Area constraint
— Timing constraints

— Environmental attributes
* PVT, transition time, fanout, capacitance

HANYANG UNIVERSITY
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| e

‘ ! Area Constraint

Area constraint
\
\ /

N
-!—_./

set_max_area 10|
— MHXo| CkQ|= target_library 2laf | =IC},

- 712 BHelE w2
— set_max_area O
« 7t=st Z|A Q| size2 area optimization =&i5l2h= 2|O|Q] HZO,
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! ol .

| | Constraint 4%

* Design Li2| Timing Constraint
— Design Compiler= synchronously—clocked £Z10|2} 7}E(default)
— Sequential design Li2| 2= path0f| LH3H setup timing constraint X|&
« D= input ports
* Internal (register to register) paths
« = output ports

HANYANG UNIVERSITY
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| ! Constraint &7 !

* Timing0ll S5 = QA4S

— |Input_delay, output_delay, register to register delay

TO_BE_SYNTHESIZED set output delay

set input delay _D_:D
- = “
oL RS o+
> OB oef- — ]
CLK 1- r

create clock y
— 29| constraint2 synthesisA| & QR
- FII™O =2 ¢ 12{slof & Alet

* |Input drivers/transition times, output loading, PVT, parasitic RC

HANYANG UNIVERSITY




EMBEDDED SECURIs’:
H Constraint 44 ! LABORATO!

TO BE SYNTHESIZED

- o>
FF1l

g-

Clk

— Data arrives from a clocked device
— Data goes to a clocked device

* DCO|AM2Q] Timing path
— Startpoints : all input ports, clock pins of FF or registers

— Endpoints : all output port, all input pins of sequential
devices(except clock pins)

~ HANYANG UNIVERSITY




EMBEDDED SECUELTBYO%BE&
‘ ! Constraint &4 ! “ABORATORY

* Register to Register path

TO BE SYNTHESIZED

— DC= FF29| clock pinfE{ FF32| D pinZ7tX|2] maximum delay Z{|At
— Tmax = Clock Period — FF32| Setup_time
— FF32] setup_time technology library25E{ 7} XL},

HANYANG UNIVERSITY




EMBEDDED SECURITY SYSTEM

LABORATORY
! Constraint 43 ! ‘
* Input delay
External Logic TO BE SYNTHESIZED
Launch edge a
trigagl:jtzrs D/yc@—.- -@71,j ad—
DA A A D
ey ' Next edge
i = i captures data
Tcll;-q 'I:u T.N TE:ETUP
0 What information must you provide to constrain the input paths?
Valid new data . .
=<—» -— Time Budgeting : &I=iCte
(Tclk—q + TM). (TN + TSETUP) - > delays OEI- ¢ gi% 704_?_ CIOCk
(Input Delay) _7|<_7|g_| 40% °EI"<=;>'I'
—  H™To] F719| 40%= 7K UCID M4} & F7(2] 60% 222 input logicO| &
E|0{Of &t

set_input_delay —max|A|Z} clock 22H [get_ports ZEH] [all_inputs]

HANYANG UNIVERSITY




EMBEDDED SECURITY SYSTEM
! " LABORATORY.

! Constraint &7

* Qutput delay

U3 TO BE SYNTHESIZED : “External Logic ~ External
Launches 3 B Flip-Flop
Data o D captures
clk p : j >A
1 i
£ f L ----------
TClqu TS TT TSETUP

0 What information must you provide to constrain the output paths?

Launch Edge Capture Edge
Clk : :

B X Valid .new data X

Tora ™ Ts Tr+ Teerue

(Output Delay)

- SCH0| 37]2| 40%S AHKISHT QUCHT M2E, & 79| 60% 22 output logicOl BHAIEI0{0F &,

set_output_delay —max A|Z} —clock 221X [get_ports ZEH] [all_outputs]
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| ! Constraint &4 ! et

* Clock uncertainty
— clock skew + clock jitter + clock margin

D In —ID @
D In D 0 D Q .
FFL|FF2 >
) ° D Q
CLK —>—
CLK T T . FF2

Logical Circuit Post-Layout Circuit

set_clock_uncertainty —setup A|Z} [get_ports 2210|E]

set_clock_uncertainty —hold A|Z} [get_ports E20|E]

25
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! _LABORATORY

| ! Constraint &7

* Clock skew
— 4AlX| HiX|o|lM wire delaylli =0 &45= 2%}
* Clock jitter
— AlZhol| E7|8e = Helst= s Sdo| x|t |4 Alo]2] Zt
* Clock transition
— 0~1(rise time) =22 1~0(fall time)22 Hzlgt uff Za|= A|Zt

set_clock_transition A|Z} [get_ports clk]

| ideal clock

uncertainty transition

latency
[jitter 0.2 + skew 0.4 ]

HANYANG UNIVERSITY
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1| Constraint &1 | T

* Clock latency
— Network latency : clock port(pin) =) register clock pin = delay

set_clock_latency AlZt [get_ports clk]

— Source latency : 2|5 source clock =) clock port(pin) delay

set_clock_latency —source AlZ} [get_ports clk]

YOUR DESIGN

Network Latenc _
CLK s - 0

pm 3ns 1ns > CLK

Origin of Clock L
Source Latency
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! Environmental attributions ! ———

* Qutput Capacitive Load

OUT1 A OUT1

AN2
B

VAAY

set_load =X} [get_ports ZEH]

* |nput transition

TO BE SYNTHESIZED

B

set_input_transition A|Z} [get_ports EEH]

28
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~ ! Environmental attributions !

* Max Transition
— Design LH net2| transition 3{& Z|CHX| Input transition time

set_max_transition 2} [®£E or C|X}2! or clock] 4

* Max Fanout

— 3|20|A st H0|EL| &2 CIE2 o= H{ESI HAst S2AMo|
(CIXIEoA 2] 2jo])
¥ [ E or C|X}2I
set_max_fanout 2} [ZE or C|X}I2! or clock] )—m—_._—_r 7>

* Max Capacitance
— DesignLl capacitance Z|CH 37|

set_max_capacitance 2} [®£E or C|XI2! or clock]

HANYANG UNIVERSITY
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e B A A

H Environmental attributions ! LABC

* PVT(Process, Voltage, Temperature)
- ZHO| UELE, MU0 ESLE, 27 LSS WwalEIict,

— 174<¢| 2fo|E2{2| LHo| H21 7HL| condition

set_operating_condition —SM SM0|E

| 2lojE2{2|(S5 0.11nm : Metro/Sagex, ff/tt/ss)
& £|2F2 71™St SynthesisE Stz 20| £E2 -) ss A8

A A
worst
worst nominal
Delay nominal Delay best Delay worst
best nominal
best
Temperature Voltage > O e
Process

~ HANYANG UNIVERSITY




' ! Environmental attributions

EMBEDDED SECURITY SYSTEM

* Wire Load ModelZ 7}%! Net RC +&4

net2| fanoutz 7|£2 2 Zt netQ| parasitic R2t C 7|4t
CIASH CIXI21 370l 3= ModelE0| HIHSZEE g3
71 22 mHIo| wire cap AR

set_wire_load_moded enclosed
set auto_wire_load_selection true

compileA]| £SC2 MXM S

o My

set_wire_load_model —-name| 22X

| s Design_area 511

set auto_wire_load_selection false

gt

5

WLMZ2 SAHIX oS 7[222 2.

HANYANG UNIVERSITY
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! Synthesis

Synthesis = Translation + Optimization + Mapping

residue = 16'h0000;
if (high bits == 2’b10)
residue = state table[index]; Translate
else
state table[index] = 16’h0000;
HDL Source | g
e » Optimize + Map
o a:_)D—D
= i
= o
Generic Boolean o— o
(GTECH) o =) o

Target Technology

32
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LABORATORY

! Compile ! LABORATORY

« M| TtAH|2] Optimization

— Architectural level(High—Level Synthesis)
* read : RTL Description or unmapped ddc
* Resource Sharing : 0= resourceS ={5t=X|0f| 2} L= HS}
* Implementation Selection : timing2 TFSA|Z|HAM =2 24 MH

— ex) adder?| 4L o2 K7} Y2 MEHo| HE!

» Operator Reordering : late—arriving signals= FI2 H{X|

— Logic level(Structuring)
* read : netlist or mapped ddc
* common sub—expressiong Al235I0H logic E

— Gate level(Mapping)

* Combinational mapping & optimization : timing2} area goal0i| [}2}
target library25E| Z|&2| combinational logic gate AEH

» Sequential mapping & optimization : S%Fet sequential cell2 AZ5104
speed?} areas &

|

HANYANG UNIVERSITY
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LABORATORY

l ! Compile

* mapping Optimization M &2

— DRCs(Design rule constraints) : 2} cell®fl tHgt vendor—specific
design rule
* ex) max_capacitance/transition
* DRC fixing : HI{ inserting/removing, re—sizing
— Timing constraints
* Setup time/hold time
— Area constraints

HANYANG UNIVERSITY




EMBEDDED SECURITY %SFBERM
! B SR

| synthesis 2}

* gate—level netlist
- B=.syn.v
— .sdf : net delayZ™d&
— .sdc : constraints
Back—endOllA{ AF2E
— .svf : setup verification formality

- Z1} report
— Slack : 27 k|= == A7t} 4S9 M| ==F A|ZHe] X|O]
* Setup time/ hold time
— Area : gate—level design HX
(gate Count/ Gate Equivalent)

HANYANG UNIVERSITY
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LABORATORY

. ! Synthesis &} ! —

* Timing A

— Setup time :
* SwitchingO| 2IO{L}7| T7EX| &i=H0]| QA L|=0| Eet XA FX| A2t
* Data2| mg0| HighClX| LowIX|F§ EHHsI=0| 225t Z|LA[ZE
— Hold time :
* Switching0| ot = &Ef| HeI| Hets| QAL =S Tt £[4
- EMHE ZaP} /X|2|0{0f Sh= =&AL

Clock —

Tsetup THold
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Back—end Flow
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EMBEDDED SECURITY SYSTEM

LABORATORY.
| ASIC flow | .
RTL coding & verification
Synthesis
STA Front—end

v

Gate—level simulation

v

Formal Verification

Place & Route Back—end

v

Sign—off verification

HANYANG UNIVERSITY
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I LABORATORY

I Backend Flow

* Astro tool2 0|&st Backend ZX| Flow

Design Setup

I

Floorplanning

'

Placement

'

CTs

!

Routing

!

DFM (if needed)

Clock Tree synthesis

Design for Manufacturing

HANYANG UNIVERSITY
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' Backend Flow |

* Design Setup

Ucorea mBc3 Ltop/Uclkgen/s/ul




(T

Backend Flow

* Floorplan

Macro(Memory,PLL)

Chip Boundary

Pad Std cell

Core

_l_

IIIIIIIIIIIIIIIIIIIIIIIIII AR A AT
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EMBEDDED SECURITY SYST

H | Backend Flow |

* Place(macro, blockage, std cell)

e H o r H Rectangular Ring

HW Blockage

11 T

' - 42 F
_HANYANG UNIVERSITY - | \




EMBEDDED SECURITY §

H | Backend Flow

« CTS(Clock Tree Synthesis)

Clock buffer

oo oo AR AR




' : ' EMBEDDED SECURITY SYSTEM
Backend Flow |

* Routing
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| ! Backend Flow ! - "

* DFM(Design For Manufacturing)

Antenna Notch and gap

Via
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7|2 Project
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| 712 Project

. ot5 A|AH FPGA 73

6/20 77HX|

¢ 290 M O TS AIAH 0]

* PC2} UART St Sgt %t
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